
BOT IP SHIELD

Most cyber-attacks are perpetrated through bots - software applications residing on the internet that perform 

automated tasks. Millions of such bots continuously scan the web looking for vulnerabilities so they can exploit 

applications, gain unauthorized access to user accounts, and “scrape” valuable content to gain competitive 

advantages. 

These attackers have the potential to hijack your e-commerce storefront or steal sensitive information, such as 

credit card details, causing irreparable damage to revenue and brand. Such attacks also unnecessarily use up 

computational power, cause undue scaling of resources and increase infrastructure spend. 

700+ CUSTOMERS

“Webscale has also been instrumental in protecting our site from harmful attacks and preventing bad 

bots affecting site stability and performance. We couldn't be happier!”
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“84% of malicious IPs represent 
spam and scanners. In 2017, a 
single IP was responsible for 
more than 400,000 phishing 
sites.”

2018 Webroot Threat Report

Most application layer attacks can be prevented by identifying the 

attacker and blocking them before they damage your application.  

Such preventive measures significantly enhance your online storefront 

security by avoiding destructive attacks and data leaks before reactive 

measures are needed to neutralize their impact. 

Web attackers can be identified by their IP addresses, but with 

hundreds of thousands of IPs being used for malicious activities  

every day, how do you know which IPs to block? 

WEBSCALE BOT IP SHIELD
Identify and Block Malicious IP Addresses Before They Impact Your Business

Webscale Bot IP Shield enables discovery of known IP threats and bad bots, so they can be 
blocked before they can access your application.  

Published, static IP lists tend to get outdated quickly, exposing businesses to new threats, 
and leading to high instances of false positives. Since IP addresses are reused frequently 
and devices are compromised all the time, IP addresses that were good a few minutes 
ago may now be a threat. For this reason, Webscale maintains a dynamic database of 
approximately 10 million dangerous IPs, updated every five minutes, powered by the 
Webroot BrightCloud® IP Reputation Service. Webscale Bot IP Shield matches incoming 
web request IPs against this database to identify and block threats before they reach your 
application origin. 

Bot IP Shield can be activated and configured in real-time, and is programmable through 
Web Controls. 

PREVENTION IS ALWAYS BETTER THAN THE CURE

THE IMPACT OF BAD BOTS ON YOUR BUSINESS
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Protect your storefront your business and brand
Bad bots can cost applications significant revenue loss, 
and result in financial fraud as well as irreparable damage 
to your brand. Secure your infrastructure from DDoS and 
application layer attacks by blocking them before they 
access your application. 

Faster discovery and problem resolution time
Filtering traffic coming from bad IPs or bots enables you 
to report accurately on web traffic and better understand 
behavior. It makes it easier to focus performance and 
availability improvements of the application on good 
traffic consumption of infrastructure. This in turn, leads 
to better decision-making, quicker discovery of problems 
and resolution, ultimately aiding customer satisfaction and 
revenue generation. 

Increase conversion rate 
Bots make up a significant portion of overall user traffic, 
most of which may be harmful or bad. Business metrics, 
such as conversion rates and traffic volumes, can be 
skewed by accounting for bad bot traffic, leading to 
misaligned investments, budgets and website design 
choices. Filter out bad bots from real human visitors, and 
gather truly accurate data on clean traffic and genuine 
users, boosting conversion rates. 

Deploy in seconds
Webscale’s software-defined infrastructure and cloud-
based deployment model enables activation in real-time. 
A single DNS change or in some cases where traffic is 
already flowing through the Webscale platform, zero 
changes are required to activate Bot IP shield. 

About Enterprise Cloud Secure
Webscale Bot IP Shield is part of Webscale’s 
Enterprise Cloud Secure solution. It is also available 
as a stand-alone solution. Enterprise Cloud Secure 
is a comprehensive multi-cloud security platform 
purpose-built for e-commerce, that protects 
storefronts against a wide range of cyber-attacks, 
from exploits using web traffic to those that target 
the backend infrastructure. 

Delivered as a service with a simple monthly 
subscription plan includes Bot IP Shield along 
with DDoS mitigation, Web Application Firewall, 
Application Shielding, File Integrity Monitoring  
for Backend Protection, and more.

Reduce infrastructure spend
Remove bad traffic that unnecessarily 
consumes computational power and causes 
scaling of resources. This leads to more efficient 
infrastructure usage, lower spend and a better  
user experience including faster page load  
times for real human visitors to your website.

Easy to Use
Bot IP shield is programmable through Web 
Controls with customizable actions such as block, 
drop, redirect and more, all available in an easy 
DIY format through the Webscale portal. Through 
Webscale’s real-time traffic viewer, threats can  
be easily identified and grouped, and any triggers 
on web control actions taken on these threats  
can be analyzed. 

KEY BENEFITS


