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State of AI/ML automation
in ecommerce
Until the pandemic hit and buyer behavior changed forever, the
ecommerce industry had been a slow, often reluctant adopter of
advanced technologies, especially Artiﬁcial Intelligence (AI) and
Machine Learning (ML) automation, instead relying on “people power”
to address critical infrastructure-related aspects.
As online commerce grew, more and more business functions

Personalization and
recommendation
engines

Inventory and
warehouse management

became automated: personalization and recommendation engines,
re-ordering, inventory and warehouse management, order fulﬁllment,
Re-ordering

cart abandonment recovery, promotions and discounts, loyalty
programs, and many more. Yet, ecommerce DevOps (code release,
application testing, conﬁguration, provisioning, and deployment) and
maintenance (critical areas like uptime, security, and performance),
with signiﬁcant impact on customer experience, have remained
surprisingly and predominantly, manual operations.
In this eBook, you will see how AI and ML technologies are capable of
revolutionizing customer experiences on the frontend while driving
never-before eﬃciencies and speed at the backend.
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Loyalty
programs
Promotions and
discounts

Order
fulﬁllment

Cart abandonment
recovery

The 3Ps of AI/ML-led automation
One of the core philosophies of Webscale is “monitor everything, automate everywhere.”
In 2020, aided by restrictions around social distancing, consumers moved online for most of their shopping needs. This tectonic shift resulted in
ecommerce registering a decade’s worth of growth in just a few months. This unprecedented growth also brought with it never-before complexities in
the arena of cloud delivery infrastructure, that only automation can address.
When one refers to automation, many decision-makers see it as procuring and implementing a new AI/ML tool. Nothing could be further from the truth.
Any automation should aim to unify the 3Ps, namely:
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People

Processes

Platform

To make the adoption of
automation an enterprise-wide
success, people across teams
like infrastructure, network,
security, operations,
development and digital
must collaborate.

Clearly deﬁned processes for
creating, deploying, managing,
and adapting process
automation aligned to business
goals are necessary for
end-to-end adoption.

Ecommerce as a business is
both dynamic and complex. An
AI/ML automation platform that
is both SaaS and tailor-made for
ecommerce can only deliver ROI
as a scalable automation
solution.

Scope of AI/ML automation in
ecommerce infrastructure
Having managed thousands of B2C and B2B online storefronts, across platforms, public clouds, deployment models and toolchains, we have identiﬁed
the following areas as the best candidates for leveraging AL/ML-led automation, and for enabling a fast, ﬂawless and secure customer experience.

Cloud migration

DevOps

Never-ending migration projects are easily
avoidable by following a simple set of best
practices.

Frequent feature and functionality updates are
critical, but the required downtime is a
challenge.

Security

Website performance

The omni-channel ambitions of merchants
have expanded the attack surface and bad
actors are becoming increasingly sophisticated.

Google’s Core Web Vitals mandate has made
the strongest case for lightning-fast page loads
to ensure continued search visibility and
organic traﬃc.

Uptime

Support

Even the biggest brands have crashed due to
unforeseen spikes in traﬃc during sales events
leading to loss of revenue and reputation.

The single-biggest reason why ecommerce
businesses abandon a platform vendor.

AI/ML automation allows teams to become more agile and ﬂexible, improve consistency, scalability, and speed, and eﬀectively support the demands of
modern-day commerce.
Not convinced? Let’s look at some compelling use cases.
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DevOps powered by AI/ML automation
Business Requirement
Manage IT infrastructure conﬁgurations.

Operational Challenge

Beneﬁts of AI/ML Automation

Consistently managing software and hardware

Predictable and repeatable processes for

manually can lead to higher maintenance costs

managing conﬁgurations across operating

and inability to meet strict SLAs.

systems improve consistency, enhance speed,
and increase uptime.

Maintain more systems without a signiﬁcant

Teams often struggle to maintain expanding

Frees your staﬀ from tedious, time-consuming

headcount increase.

infrastructure and growing complexities with

tasks and allows them to focus on more

their existing staﬃng levels.

strategic projects.

Streamline application load balancing and

Application loads must be balanced across

Automating your load balancers permits faster

failover.

infrastructure to optimize performance and

ongoing adjustments and failover for

costs. Manually balancing loads can lead to

improved application performance and

poor application performance and delay

reliability.

failover when system problems arise.
Provisioning new environments.

Provisioning and deploying changes to

Applying an Infrastructure-as-Code (IaC)

complex DevOps environments can be

approach allows your IT team to provide

time-consuming and requires expert

self-service capabilities, and rapidly deliver

knowledge for each deployment.

pre-approved resources and conﬁgurations
without manual intervention.

Accelerate pace of development.

Manual IT operations can delay resource and

Combining API-centric design with AI/ML

service delivery and impede proof-of-concept

automation lets your IT team deliver resources

(PoC) performance, ultimately resulting in

faster, supporting rapid PoCs, development,

slower development, and deployment of new

testing, and deployment into production.

applications and services.
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Maintenance powered by AI/ML automation
Business Requirement
Scale multi-cloud environments.

Operational Challenge

Beneﬁts of AI/ML Automation

The speciﬁc tools for operating and managing

AI/ML automation can help you manage

cloud resources rarely interoperate directly

multi-cloud environments consistently, by

with each other, requiring IT teams to

enabling the creation of automation assets

provision, administer, and maintain each cloud

that codify resources across all of your clouds

diﬀerently.

and oﬀer a single API for a given operation,
regardless of the cloud provider.

Integrate hybrid cloud environments.

Threat identiﬁcation.

Hybrid cloud environments combine both

A ﬂexible AI/ML automation platform lets you

on-site and cloud platforms, resources, and

apply the same automation code to existing

tools, making it diﬃcult for IT teams to

on-site systems, current cloud resources, and

integrate and support both infrastructures

future assets, ensuring consistency and

consistently.

providing a layer of operational integration.

Manual processes can delay threat

Identify, validate, and escalate threats faster

identiﬁcation in complex IT environments,

without error prone human intervention.

leaving your business vulnerable.
Security incident response.

Detecting and containing security breaches

Security teams can use AI/ML automation to

faster reduces the average cost of a breach.

rapidly apply remediation to aﬀected systems

However, remediation across multiple

across your environment concurrently and

platforms and tools can be complicated and

respond to incidents faster.

time-consuming.
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The automation of DevOps and maintenance leveraging AI/ML technologies impacts every
stakeholder in ways that deliver tremendous value for the business and end users.
Ecommerce VP’s goal is to

CIO’s mandate will be to

CTO will aim to harness the

CMO demands

remain technologically

optimize TCO and mitigate

latest technology

technology that enables

agile and nimble; always

risks across traﬃc,

innovations and build an

fast, ﬂawless, and

ahead of the competition

infrastructure, network,

integrated scalable stack to

personalized customer

with timely roll out of

third party integrations,

future proof the business,

experiences whatever

discounts and sales

engineering, and

and drive collaboration and

the traﬃc.

promotions, product and

ecommerce teams without

competitiveness.

price updates.

relying on “people power.”

Systems Administrator
requires technology that

CISO pursues all proactive means to monitor and

DevOps Engineer needs a

is well integrated so that

detect bad behavior and events, and real-time

zero-downtime CI/CD platform to

complexity does not

remediation actions to minimize or eliminate

push new code, upgrades, and

grow as the business

business impact.

modiﬁcations.

scales.

ALL of them require automation, real-time observability and deep analytics to deliver on their responsibilities that directly
impact customer experience and revenue goals of the company.
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Is AI/ML automation
for everyone?
Automation can beneﬁt any ecommerce merchant, whatever the size
and scale of their business.
Smaller businesses need streamlined processes, but are more likely
to use AI/ML automation only for critical areas like image
optimization, versus going the whole nine yards, because they have
neither the complexity to justify it, nor the teams with expertise to
manage it.
As an ecommerce business grows, the tech stack becomes more
sophisticated, involving a number of stakeholders, processes and
associated risks. In an enterprise use case, the developer (staging) and
deployment engineer (production) own their respective workﬂows.
The entire process can be automated to ensure accountability and
predictability rather than depend on manual execution where there
are no logs to track. When the developer from the digital agency
proposes a change to production, the deployment engineer on the
merchant’s side can review and approve it after conducting and
verifying all the tests.
Automation is undoubtedly an easier path to get code into production
from a Git repository and track everything from start to ﬁnish like
application testing, business owner approval, origin container
execution service, and the like. There are clear logs and fall back
options, and if there is a problem, 24x7 certiﬁed DevOps support
should be available to troubleshoot.
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Are oﬀ-the-shelf AI/ML automation
tools for ecommerce eﬀective?
Most oﬀ-the-shelf AI/ML oﬀerings are mere tools or point solutions that won’t
advance your enterprise-wide automation agenda. They are also not custom-built for
ecommerce which has its own set of unique characteristics.
Investing in point solutions also leads to high TCO and festering integration issues
creating tech silos or what’s commonly known as “islands of automation” where tools
do not talk to each other. A platform approach is necessary to unlock the true value
of AI/ML in ecommerce DevOps and maintenance.
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Embarking on your ecommerce
AI/ML automation journey
Many AI/ML-led automation projects fail because the learning

Automation is a means to an end, not the end. Careful planning,

imparted to the machines is devoid of clearly deﬁned processes and

processes and consistency help deliver long term beneﬁts. Here’s a

well thought out business logic. For AI to succeed in delivering

quick checklist:

measurable business outcomes, there needs to be clarity around

01

goals and metrics.

Develop a viable automation strategy

Start with monitoring and reporting the status quo, benchmarking on

To succeed, you need a sustainable automation strategy

industry best practices, documenting deviations and arriving at an

covering the 3Ps – people, processes, and platform – which we

agreeable ﬁnish line for success. Form a dream team empowered to

touched upon earlier.

deliver on the AI agenda and be accountable for ensuring ML is

Initiate fast: Codify your cloud delivery infrastructure and

progressing as planned, and delivering not just accurate data, but

share automation assets across teams to deploy and manage

actionable data too. Remember, ML takes time to make AI work for

infrastructure in the cloud or on-premises. Increase agility,

your business’ unique needs.

improve productivity, and get to market faster.
Scale rapidly: Easily transfer your automation to multiple
domains and across business-critical use cases without slowing
down business outcomes.
Engage deeply: Take your automation to its logical conclusion
with analytics, policy and governance, and content
management.
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Identify measurable business goals
It is mission-critical to align your automation eﬀorts with business
challenges and goals. This helps merchants identify what to
automate and automate ﬁrst and ascertain scope and priorities
with timelines. For example, you could automate the
identiﬁcation of good bots and bad bots to better secure the
shopping environment you oﬀer customers.
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Choose the right ecommerce AI/ML
automation platform

Agree on your success metrics
To measure AI/ML automation’s success meaningfully, establish

Since there are many AI/ML automation solutions in the market,

business metrics that matter. Successful automation delivers

choosing the right one can be diﬃcult. Consider the following in

measurable business outcomes by moving your enterprise from

your decision-making process:

operational eﬃciency to organizational eﬀectiveness.

Interoperability: Ecommerce has a complex technology stack,

Speed: Drive faster time-to-market.

and that complexity will only grow as the business scales.

Eﬀort: Certainly, fewer people; and teams more focused on

Hence, choose an AI/ML automation platform that allows
seamless interoperability, enables the various pieces of your
stack to shake hands, shares metrics and provides deep
observability and analytics.
Scalability: Choose an AI/ML automation platform that allows
you to monitor everything and automate everywhere across the

strategic innovation.
Quality: Focus on error avoidance; minimize business risks;
improve the quality of infrastructure, applications, and
products.
Cost: Reduce complexity; lower TCO.

business. It should be able to scale across cloud delivery

Security: Comprehensive security leading to proactive

infrastructure, operating systems, microservices, packaged

readiness instead of a reactive approach.

business capabilities, observability tools and roles.

Compliance: Zero-tolerance for non-compliance; automatic

Reliable support: RReddit and other discussion forums are

triggers for timely renewals of certiﬁcates.

loaded with disparaging comments mostly around poor support

Governance: Deep, real-time observability into the business –

by “traditional hosting” providers, commerce clouds and AI/ML
automation point solutions. Invest in an ecommerce AI/ML
automation technology vendor that provides 24x7x365
DevSecOps support with strict SLAs and a clear product
roadmap.
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traﬃc, sources, conversions, scaling events, security incidents,
cloud delivery infrastructure; real-time analytics and insights.
Employee delight: Enhance productivity and thereby employee
satisfaction.

How can Webscale help?
Webscale oﬀers ecommerce businesses an intelligent AI/ML-led automation platform for DevOps and maintenance. Automation is at the heart of
everything we do at Webscale. Webscale continually gathers anonymous intelligence from thousands of online storefronts hosted on its platform,
including traﬃc, ecommerce applications, sessions, scaling needs, response times, cyberthreats, and more. This data is used in conjunction with ML
algorithms to analyze, predict, and manage with “zero touch” automation, cloud migrations, CI/CD integrations, deployments and upgrades, site
performance optimization, application monitoring and control, scaling in/out, threat detection and mitigation.
Cloud migration: Webscale’s Infrastructure-as-Code

360-degree security: Webscale oﬀers the ecommerce

(IaC) approach manages application conﬁguration,

segment’s most complete automated security technology

network requirements, instance details, as well as the

stack, designed to protect your users from the myriad of

overall deployment and maintenance discipline, making

evolving threats. Leveraging AI/ML technologies,

the infrastructure ﬂexible, versionable, human readable,

Webscale CloudEDGE Security detects and mitigates bad

and testable. These highly deﬁned DevOps workﬂows

bots, carding attacks, DDoS attacks, SQL injections,

move cloud migrations from months to weeks, even days

Cross-Site Scripting (XSS), Cross-Site Request Forgery

if needed.

(CSRF), and other OWASP Top 10 threats.

Managed CI/CD: Webscale has implemented continuous

Webscale Intrusion Detection and Cloud Web Application

integration, delivery and deployment across every layer

Firewall (WAF) constantly monitor and detect any

of its cloud delivery infrastructure to help teams

unexpected code and asset changes to application

automate the testing and management of their web

infrastructure, alerts in real-time, and automatically

applications. Webscale’s auto-provisioning systems

quarantines “infected” servers, and self-heals the back

integrated into the Webscale cloud architecture, make

end.

future deployments, staging environments, rebuilds and
new applications painless, zero downtime, one-click
operations.
100% uptime: Webscale’s unique predictive auto-scaling
technology leverages big data and analytics to forecast
changes in user demand (site traﬃc), as well as subtle
changes in application response times. It then proactively
scales out/in application infrastructure, in real-time, for
100% uptime and consistently high performance.
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Webscale’s Web Controls, a DIY rules and policy engine,
allows site administrators to “one-time” activate Content
Security Policy (CSP) protection and Rate Limiting to
automatically thwart malicious third-party scripts from
being executed.

Performance and Core Web Vitals: Webscale

Observability and control: Very few observability

accelerates page views through automated website

solutions can claim to oﬀer a comprehensive view into a

performance optimizations, from the internet edge to

website’s infrastructure and user experience, which

the Webscale layer and beyond, to the application

includes everything from event logs to uptime,

infrastructure.

performance, and security like the Webscale Portal. With

Webscale CloudEDGE CDN has been designed to enable
modern commerce websites, with hundreds of product
images and global customers, to deliver industry-beating
Core Web Vitals, as well as additional services around
observability, security, and delivery of headless front
ends and PWA environments.
Webscale RUM (Real User Monitoring) helps ecommerce
merchants get ahead of Core Web Vitals. Our RUM tag
measures important page load metrics like LCP, FCP,
TTFB, DOM Interactive, DOM Content Loaded, Page Load
Time, and Ready State Interactive. These metrics are
collected and published through the Webscale Portal so
merchants can track their progress with real-time reports
and take timely action to retain search rankings and
organic traﬃc.
24x7x365 DevSecOps support: Webscale support is
proactive, constantly monitoring our customers’ web
applications for any issues and resolving many before the
customers are even aware. ML performed at scale across
our entire customer base ensures any network-wide
issues or security risks are quickly identiﬁed and
mitigated. The Webscale Control Plane converts responses
from people time to system or program time, which
means we are faster and more consistent in tackling
system level issues, especially security incidents.
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advanced features like Traﬃc Viewer, Security
Dashboard, Web Controls, CDN Logs, CSP Reports and
Pageview Logs, the Webscale Portal is the most
comprehensive monitoring tool in the ecommerce
industry.
Headless: For a headless build including a PWA,
Webscale’s workﬂow automation ushers in extreme
ﬂexibility to support the frontend and backend use cases
within the same merchant. Frontend developers may
need a more streamlined yet fast deployment into
production. Backend developers may want more
approvals and a slower process so the
merchant/business owner has a say in it. It’s not
uncommon for Webscale to deliver the frontend through
our container execution service while deploying the
backend shopping cart through an origin build process.
Webscale CloudEDGE PWA enables the rapid deployment
and delivery of any PWA framework, from within the
CloudEDGE CDN, in a matter of minutes. PWAs deployed
through Webscale are optimized for consistently fast
performance, across any device type, eliminating the
need for additional infrastructure.

The most powerful wave of ecommerce is
unfolding now. Customers are shopping more
and more online and rewriting the future of
retail as we know it. Modern ecommerce
businesses need to invest in an automation-ﬁrst
approach to get to that future ﬁrst – ahead of
their competition. And be ready to engage and
delight their customers when they arrive.
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About Webscale
Webscale is powering modern commerce by layering software for performance, security, availability and compliance, over a distributed global network
that leverages the cloud, automation, machine learning, and DevOps protocols to address the needs of growing brands. With use cases across a variety
of ecommerce platforms and architectures, Webscale simpliﬁes the deployment and day-to-day management of storefronts, including headless and
progressive web application infrastructure, and across any self-hosted or fully hosted commerce cloud. Deployed in multi-cloud environments, including
Amazon Web Services, Google Cloud Platform, and Microsoft Azure, Webscale powers Fortune 1000 brands including Dollar General, Unilever, Swarovski,
Olympus, Regal Cinemas, and thousands of other B2C, B2B, and B2E ecommerce storefronts across 12 countries. Webscale has oﬃces in Santa Clara, CA,
Boulder, CO, San Antonio, TX, Bangalore, India, and London, UK.
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